KEYSIGHT CLOUDLENS WITH
RIVERBED APPRESPONSE
QUICKSTART GUIDE IN AWS KEYSIGHT

PROBLEM:

Organizations, even those not typically associated with technology, are migrating to the cloud. This trend
is growing because the cloud offers increased flexibility and agility. With this mass migration, organizations
have more segments to manage and more potential blind spots in their networks. Regardless of where
infrastructure and applications reside, security and compliance needs remain the same. Organizations are
finding that their traditional network visibility solutions are unable to meet their needs for visibility of cloud-
based data.

SOLUTION

CloudLens™, Keysight's platform for public, private and hybrid cloud visibility addresses the challenges of
granular data access in the cloud. CloudLens is a solution that provides network tap and packet brokering
services in the cloud. It is also the industry's first cloud service-provider agnostic visibility platform. This
guide describes how to deploy Riverbed AppResponse together with CloudLens visibility in AWS (but
CloudLens is also avaibale in Azure, GCP or other clouds).

KEY CLOUDLENS FEATURES:

¢ Cloud visibility management is controlled by the cloud customer, not reliant on the cloud provider

o Elastically scales on-demand — so visibility auto-scales horizontally along with the Virtual Machines
monitored and the Virtual Machines that are needed to do the monitoring

e Reduces errors occurring due to complex and manual cloud configuration
e Easy to use and setup with a drag and drop interface

¢ Reduces bandwidth to tools by filtering packets at the source Virtual Machines, eliminating unwanted
traffic so tools operate optimally

e Supports monitoring of Linux, Windows, and Containers
o Allows sharing of monitor traffic to multiple destinations.

e Supports monitoring of multi-cloud environments

ABOUT THIS GUIDE;

This guide is meant to summarize steps required for interoperability of Keysight CloudLens and Riverbed
AppResponse Cloud. Not all details of every configuration step of each product is detailed here. Full
product installation and user guides are available from cloudlens.support@keysight.com and
support@riverbed.com respectively. This guide also assumes working familiarity with configuration of
AWS. Examples shown in this guide were tested with Keysight CloudLens v6.1.0, and AppResponse
Cloud v 11.11.5
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1. Sample deployment architecture

m—

EC2instance(s) contents GRE EC2 Instance AppResponse Cloud

— Wi

EC2instance(s)contents

virtual private cloud *

AWS Cloud

* Shown above is a sample deployment, monitored sources instances can be located in any subnet, VPC,
or AWS Region. CloudLens Sensors run on customer AWS instances, register up to the CloudLens
Manager which manages them and forwards desired traffic to the destination using GRE tunneling.

In this sample set up we will be creating one sample Windows 2019 instance and an AWS Linux
instances (other Linux types are also supported) as source instances. Mirrored and filterer traffic will be
sent over GRE tunnels to Riverbed AppResponse.

Only two source instances are shown in this diagram, however many source instances are permitted
(your CloudLens license determines now many CloudLens Sensors which the CloudLens manager is
allowed to control. (see CloudLens documentation for instructions on Licensing)

NOTE: in this guide it is assumed you have already installed CloudLens Manager into your AWS
account. Please see CloudLens User Guide for details of that installation procedure
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2. Deploying Riverbed AppResponse.

Please refer to Riverbed’s guide for complete details on how deploy AppResponse in AWS. Here below
are the main steps.

SteelCentral™ AppResponse Cloud

AppResponse Cloud Deployment and Configuration
Guide For AWS

Version 11.11.5

July 2021

riverbed

2.1. Log into the AWS Portal. Click “Launch Instance” within the EC2 service.

1ChosssAMI  2.ChooselnstanceType 3 Confguielnstance 4 AddStorage 5 AGOTags 5 Configure Sacuily Giosi 7. Revies
Step 2: Choose an Instance Type

AMaz0n EC2 provides  wide Selection of INSIance ypes oplimiZed 1o fit dflerent use cases. INSIANCES are virtual Servers Mat €an run appications. They Nave varying comDINALons of CPU, Memory, SIorage, and NEtworking Capacy, and give you Ihe NexInilty to ENoose the Appropriate Mix of resources
for your applications. Learmn more about instance types and how they can meet your computing needs.

Filterby: Al instance families > Currentgeneration ~  ShowiHide Columns.

Currently selected: 12 2XIarge (- ECUs, B vCPUS, 23 GH2, -, 32 GIB memary, EBS anly)

Family . Type - ¥CPUs (i - Memory (GiB) - Instance Storage (GB) (| - EBS. i il i . Network Performance | IPv6 Support (1) «
- 2 nane 1 s EBS only - Low lo Moderate Yes
2 1 1 EBS only - Low to Moderate Yes
2 2smail 1 2 EBS only - Low to Moderate Yes
2 12.medium 2 4 E8S only . Low to Moderate Yes
" 2 arge H 8 E8S only - Low to Moderate Yes
[ 2xarge 1 16 EBS only - Moderate Yes
(] 2 12 2xiarge 8 a2 £85 only . Moderate Yes
3 3 nano 2 05 E8S only Yes Up 105 Gigabit Yes
3 13 micro 2 1 EBS only Yes Up 1o 5 Gigabit Yes
1 13.small H 2 E8S only Yes Up 10’5 Gigabit Yes
1 13.medium 2 4 EBS only Yes Up 105 Gigahit Yes
e 3 large 2 8 85 only Yes Ip 0.5 Gigabit Yes
5 3 xarge 1 % E8S only Yes Up 105 Gigabit ves
Cancel | Previous Next: Configure Instance Detail
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags

6. Configure Security Group 7. Review

Step 3: Configure Instance Details

No default VPC found. Select another VPC, or create a new default VPC

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more
Number of instances  (j Launch into Auto Scaling Group (j

Purchasing option

[JRequest Spot instances

Network  (j VpC-055e5470322100140 | SE-SecWhiteList EU-WE 4] C' Create new vPC
No default VPC found. Create a new default VPC
Subnet (i) subnet-0489ba44903feBeer | SE-SecwhiteList EU-V ¥ Create new subnet
240 IP Addresses available
Auto-assign Public P (j) Use subnet setling (Disable) <
Hostname type (j Use subnet seting (IP name) hd

DNS Hostname

name IPv4

B Enable resource-based IPv4 (A record) DNS requests

Placement group

O Agd instance to placement group

Capacity Reservation (i) Open <
Domain join directory (i) No directory : C Create new directory
1AMrole (i) None ¥ C create new 1AM role

Shutdown behavior (i) Stop <

2.2. Add a second storage as recommended by Riverbed

1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group

7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EG2

Volume Type (i Device (i snapshot (i size (GiB) (i Volume Type (i I0PS (i :’:;7:;‘"?”' Delete on Termination (i Encryption
Root /devhovda snap-0b93de6ioeshiaeds  [1863 ] [General Furpose SSD (gp2) V] 5589 NA Not Encrypted -
EBS ~] [idevisdb ~ ] [searcn (case-insensit] [1024 ] [General Purpose SSD (gp2) v] a0z NA (m] Not Encrypted - @

Add New Volume

Free tier eligible customers can get up 10 30 GB of EBS General Purpose (SSD) or Magnetic storage. Lear more about free usage tier eligibility and
usage restrictions.

v Shared file systems ‘0
You currently don't have any file systems on this instance. Select "Add file system” bution below to add a file system

Add file system

Cancel | Previous [LEVERELETENE
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Configure Security Group Inbound rules to allow GRE and ICMP traffic from CloudLens Sensors

Inbound rules (4)

Q
Security group rule... ¥ Type v Protocol v Port range v Source v
sgr-05e5¢311c12009fdb AILICMP - IPva ICMP All TrafficSourcelPs/xx
sgr-04e49ff1ababa2bc8 SSH TCP 22 AppResponseAdmin/32
sqr-079ff82faacdaageb HTTPS TCP 443 AppResponseUsers/xx
sgr-0b623c0ae74ed0s... GRE (47) GRE (47) All TrafficSourcelPs/xx

TrafficSourcelP.xx is the range of IPs from the Cloudlens Source Instances, ie, the VMs from which you
will get traffic from

Cloudlens 6.1.0 note. It is possible to not require the opening of ICMP port from Cloudlens source
instances running Linux, see Section 9 for more details.

2.3. Log in to AppResponse. User is admin and default password is your AWS <instance-id>

riverbed

SteelCentral AppResponse

2.4. Add Riverbed licenses. Administration — OTHER- Licensing

riverbed
APDIESPONSE /scacme-rppsorse Jead ot
HOME  INSIGHTS  NAVIGATOR  TRANSACTIONS  REPORTS  DEFINITIONS [ - 2 0K
Licensing @
License Information
Keysight Technologies Inc Jan 2022
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For the details of System Health, please check

@ System License problem detected
Product Health problem detected
Time Synchronization problem detected

All Traffice

HOME

INSIGHTS

NAVIGATOR

TRANSACTIONS

REPORTS

@ Today 5:41 AM - &:

User Response Time Round Trip Time

®

Ins

Total Throughput

Total Throughput

Connection Requests

o

DEFINITIONS

SYSTEM SETTINGS
General

System Operations

System Health Notifications
Default User Preferences

Storage Configuration

GENERAL TRAFFIC SETTINGS
Capture Jobs/Interfaces
Traffic Analysis Filters

Packet Format

SSL Decryption

ACCOUNT MANAGEMENT
Authentication

User Administration
INTEGRATION

NetProfiler Integration
Portal Integration

Integration Links:

FEATURE SETTINGS
O Module

DBAModule

UCA Module

Preferred IPs

Server Response Time (TCP)
Web Page Analysis

Web Traffic Masking

Web User Session Tra
SSLATLS Analysis

DNS Analysis

SYSTEM STATUS
System Health
Hardware/Storage
Traffic Diagnastics
Flow Export Status
System Alert Events
Audit Trail
Downloads

OTHER
User Preferences

Licensing
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3. Creating a Windows Source Instance in AWS.

Note: this assumes you don’t already have a Windows instance running that you want to monitor, if your
Windows instance is already running you can skip ahead to Step 5. (however please also make note of

required security group settings in Section 9).

3.1. Step 1 - Log into the AWS Portal. Click “Launch Instance” within the EC2 service.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Mote: Your instances will launch in the US East (N. Virginia) region

3.2. Choose Windows 2019 Server. Click “Select”

[1] Microsoft Windows Server 2019 Base - ami-05fb43e0cf8358¢9a m
i
and
@ Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-da05a4a0 Select
Ubuntu Server 16.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support B4-bit
available from Canonical (http://www.ubuntu.com/cloud/services).
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
3.3. Enter Virtual Machine instance type (e.g. t2.xlarge)
[ ] General purpose t2.xlarge 4 16 EBS only Moderate Yes
2 12large 2 8 EBS only Low te Moderate Yes
3.4. Select configuration details
Keysight Technologies Inc Jan 2022
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Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more.
Mumber of instances () Launch into Auto Scaling Group (j

Purchasing option (i) [ Request Spot instances

Network (i (vpc-055e5470322f0b140 | SE-SecWhiteList EUWES ¥ C  Create new VPG
No default VPC found. Create a new default VPC

Subnet (i) | subnet-0489ba44903fegeef | SE-SecWhiteList EU-WI 4| Create new subnet
239 IP Addresses available
Auto-assign Public IP (j) |Use subnet setting (Disable) 4/
I type (i | Use subnet setting (IP name) 3|
DNS Hostname (i) E P name IPv4 (A record) DNS requests

Enable resource-based IPv4 (A record) DNS requests

ource-based IPv6 (AAAA record) DNS requests

Placement group (i [J Add instance to placement group
Capacity Reservation (i) [Open 4
Domain join directory (i | No directory 5 C Create new directory
IAMrole (i) [None 4| C create new 1AM role
Shutdown behavior (j | Stop 4
Stop - Hibernate behavior (i) [ Enable hibernation as an additional stop behavior
Enable termination protection () [ Protect against accidental termination
Monitoring (i [ Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (j | Shared - Run a shared hardware instance 4|
Additional charges will apply for dedicated tenancy.

3.5. Add storage

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10PS (i (T;B"I:“) "|“ Delete on Termination (i Encryption (i
Root fdev/sdal snap-0d440ae44c5a94efo 30 General Purpose SSD (gp2) V| 100/3000 N/A Not Encrypted v
Add New Volume

3.6. Add Tags as desired, allows for easier identification and grouping of instances in CloudLens

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (i m 7

|Owner | | | [%]
|Op1'\cur|s | | | [%]
[Name | [Demo Windows 2019 Server | Q

Add another tag (Up to 50 tags maximum)

3.7. Assign a security group

Please see list of CloudLens required port numbers in Section 7 of this document for guidance when
creating or editing your security group.

Keysight Technologies Inc Jan 2022
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w Inbound rules

| Q, Filter rules

Security group rule ID Port range Protocol Source
sgr-0c0426c977e37b291 443 TCP CloudlensManagerlP/32
sgr-0a422094109ada7c9 3389 TCP MyAdminPC-RDP

3.8. Launch the instance with the correct key pair

Select an existing key pair or create a new key pair x

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[Choose an existing key pair v

Select a key pair
[gustavo_aws_su_paris_west3 | RSA v]

I acknowledge that | have access to the corresponding private key file, and that without this
file, | won't be able to log into my instance.

-~ - —
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4. Creating a Linux Source Instance in AWS
Note: this assumes you don’t already have a Linux instance running that you want to monitor, if your

Windows instance is already running you can skip ahead to Step 6. (however please also make note
of required security group settings in Section 9).

In this example we will deploy Cloudlens in an Amazon Linux instance. The process is similar for any
other Linux OS instances.

4.1. Step 1 — Log into the AWS Portal. Click “Launch Instance” within the EC2 service.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Mote: Your instances will launch in the US East (N. Virginia) region

4.2. Choose Amazon Linux 2 AMI (HVM) Kernel 5.10 Click “Select”

Amazon Linux 2 AMI (HVM) - Kemnel 5.10, SSD Volume Type - ami-0d3c032f5934e1b41 (64-bit x86) / ami-Daafb005572f23aba (64-bit Arm) m

Amazon Linux  Amazon Linux 2 comes with five years support. It provides Linux kemel 5.10 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibe 2.26, Binutils 2.29.1, and the latest software packages through extras. This AMI is the successor of the Amazon Linux AMI

® 64-bit (x86)
that is now under maintenance only mode and has been remaved from this wizard

© 6a-bit (Arm)

Root devicatype-sbe  Vituslizstion typechvm  ENA Ensbled: Ves

4.3. Enter Virtual Machine instance type (e.g. t2.micro)

Currently selected: t2.micro (- ECUS, 1 vGPUS, 2.5 GHz. -, 1 GIE memory, EBS only)

Family Type vePUs (i Memory (Gif) Instance Storage (GB) | EBS-Optimized Avoilable | Metwork Performance 1Pv6 Support (|

EBS only Lowto

1 1 EBS oaly - Low to Moderate Ves

4.4. Select your VPC and Subnet in configuration details

4.5. Specify storage, otherwise keep default.

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10PS (i 'TMh;:?hPIM Delete on Termination (i Encryption (i
Root /dev/sdal snap-0d440ae44c5addefd 30 General Purpose SSD (gp2) v| 100/3000 N/A Not Encrypted v

‘Add New Volume

4.6. Add Tags as desired, allows for easier identification and grouping of instances in CloudLens

Keysight Technologies Inc Jan 2022
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Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied ta volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazen EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i) | Volumes (i) m @

e ) | | o
[options | [ | (<]
[Name | [gamadomisto-linux-T ] [x]

Addanothertag | (Up to 50 tags maximurm)

4.7. Assign a security group

Please see list of CloudLens required port numbers on Section 9 of this document for guidance when
creating or editing your security group.

SSH TCP 22 MyAdminPC-55H/32
HTTPS TCP 443 CloudlensManagerIP/32

4.8. Launch the instance with the correct key pair

Select an existing key pair or create a new key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. Fer Linux AMIs, the private key file allows you to
securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair ]
Select a key pair
[qustavo_aws_eu_paris_west3 | RSA ~]

I acknowledge that | have access to the corresponding private key file, and that without this
file, 1 wen't be able to log into my instance.

e (D

Keysight Technologies Inc Jan 2022
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5.

Installing Cloudlens Agent in Windows Server VM

5.1. Go inside a project of your Cloudlens Manager Log into https://<ipaddress-
cloudlens-manager/startup>

Note: default credentials are admin / ClOudLens@dm!n

Create a new Project or open an existing Project

(make a copy of the Project Key, aka API Key, you will need this later in step 5.8)

CloudLens > Tesm

t creating dynamic instances groups based on filters you set
your needs. You will then be able to connect the groups you
T 10 MONItor to the groups that hold the monitoring tools

5.2. Click on Launch Agent to see information about the CloudLens Agent.
START NEW AGENTS

SSL Verify Enabled (requires a TLS certificate to be uploaded into CloudLens)

LIiNnux agents

Please provide the path to the directory that contains the CA (.crt extension required) used to sign the CloudLens certificate (replace the
<path/to/ca/>' placeholder In the run command)

Run this command:

$ sudo docker run -v /lib'modules:lib/modules -v /varlog:/varlog/cloudlens -v /~host -v fvar/min/docker sock:/var‘'mn/docker.sock -v
<path/'to/ca=:'var/local/share/ca-certificates:ro -add SYS5_MODULE —cap-add SYS_RESOQURCE --cap-add NET_RAW -add NET_ADMIN
--name cloudlens-agent -d —restart=on-failure —net=host —log-opt max-zize=50m --log-opt max-file=3 <CloudLens Manager IP>/sensor --accept_eula
ves -—-project_key f3a42bf5b429418796cb69%07366e0£7T ——server <CloudLens Manager [P>

ITyou are deploying agents into Google Cloud or Amazon Cloud please also check: Collector Deploy Guide
¥ Y B = pIO}

Windows agents

Download and run any of the following executable files:

cloudlens-win-agent.exe

Make sure to Install the CloudLens certificate before running the agent

CLOSE

The link to download the exe file has the following structure:

From the Windows Server browse to and then save the .exe file

https:// <CloudlensManagerIP>/cloudlens/static/agent-update/windows/latest/cloudlens-win-sensor-6.1.0-
7.exe

Keysight Technologies Inc Jan 2022
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v Q|| search.. P~

5-win-sensor

& Can't reach this page N

Content from the website isted below is being
° blocked by the Intemet Explorer Enhanced
Securty Configuration

about intemet

Continue to prompt when webste content is blocked

Leam more sbout Intemet Explorer's Enhanced Securty Corfiguration.

fFyou trust this webstte. you can lower security seftings for
the ste by adding t to the Trusted sites zone. I you know
this webste is on yourlocal intranet, review help for

instructions on zdding the site to the local intranet zone
instead.

Important: adding this website to the Trusted stes zone wil lower the securty
seftings for all content from this web st for al applications. including Intemet
Explorer

2 https//13.37.190. gent-up: /i 107 ~ @ C @ | Search..

CloudLens El Nuevo Dia - noticias de lti...

EC2
Micro:

Y ogin A KEYSIGHT CloudLens

' Dynamic configuration that doesn't require on-going management
Create User y v q £oing &

Do you want to save cloudlens-win-sensor-6.1.0-7.exe (44.5 MB) from 13.37.190.1307 Cancel
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5.3. From the Windows Server Install the CloudLens .exe file which you just saved.

.‘ﬁ, Keysight CloudLens

Micros|

Install Close

5.4. Installation wizard goes through the CloudLens agent installation and all dependent package
installations.

45 Keysight CloudLens Setup - *

Welcome to the Keysight CloudLens
Setup Wizard

The Setup Wizard will install Keysight CloudLens on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

KEYSIGHT

TECHNOLOGIES

5.5. Accept End User License Agreement

5 Keysight CloudLens Setup - X

Destination Folder
EM; KEYSIGHT
Click MNext to install to the default folder or dick Change to choose anoth: TECHNOLOGIES

Instal Keysight CloudLens to:

‘C:\Program Files\Keysight\CloudLens\

Change...

5.6. Accept End User License Agreement

Keysight Technologies Inc Jan 2022
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£ bia CloudLens Setup - *

Destination Folder iwvi
Click Next to install to the defauit folder or dick Change to choose l&a

L2

s

Install Ixia CloudLens to:

|C: \Program Files\Ixia\CloudLens\

Change...

= ==

5.7. Click “Install”

4 Keysight CloudLens Setup X

Installing Keysight CloudLens Ml KEYSIGHT
Please wait while the Setup Wizard installs Keysight CloudLens.

Status: Copying new files

5.8. The Windows instance needs to be associated with the IP address of your Cloudlens Manager.
You must specify your Project Key (aka APl key). You may want to define your custom Tags to
automatically allocate the instance to the appropriate source group.

CloudLens Connection

Frrme | 13.37.190.130
Project Key: | f3a42bfSb429418796chb65b 7566e0f77
Custom Tags: | Mame=Windows_51 LDEEItiDI‘I=PEII’iS|

[V Enable auto-update

[+ Enable S5L Verification

OK | Cancel

5.9. Finish CloudLens sensor installation

Keysight Technologies Inc Jan 2022
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CloudlLens Cennection

Server: [ 13.37.1%0.130
Project Key: |f3&42:f5b4294157‘36d369b7566&0f77
Custom Tags: | Mame=Windows_51 Location=Paris

[v¥ Enable auto-update

[ Enable SSL verification

2 Keysight CloudlLens Setup - x

Completed the Keysight CloudLens Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

Back

5.10. Return to the CloudLens Manager and verify that the instance is associated with the
CloudLens project created.

DASHBOARD | COMRGURE A

[ [ racwe | mcioomos T3 WeTANCE D msiANcET7E

CloudLens » TesT

Tag: Name

Tag: Location

TAP ID

nstance la

Keysight Technologies Inc Jan 2022
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6. Installing Cloudlens Agent in Linux VM

Note: Before you begin
Go inside a project of your Cloudlens Manager

Log into https://<ipaddress-cloudlens-manager/startup>
Note: default credentials are admin / ClOudLens@dm!n

Create a new Project or open an existing Project
(make a copy of the Project Key, aka API Key, you will need this later in step 6.3)
6.1. SSH to your Linux VM and install Docker

yum update -y
yum -y install docker

service docker start
systemctl enable docker

6.2. Specify CloudlensManager as a Docker registry and restart Docker Service

echo "'{\"insecure-registries\":[\"< >\"]}" | sudo tee /etc/docker/daemon.json

sudo service docker restart

6.3. Start Cloudlens docker
Find your Cloudlens Project Key ID

<« C Y A Notsecure | httpsy/13.37.190.130/cloudlens/project/30c3a51e78a44927aB9976929c6d6d8 1 B ¥ a @ oo & »@:

CloudLens > st ccount: DASHBOARD |CONFIGURE &'®

\5 2groups  11t0ls  0.04 Mbps traffic

sudo docker run -v /lib/modules:/lib/modules -v /var/log:/var/log/cloudlens -v /:/host -v
/var/run/docker.sock:/var/run/docker.sock --privileged --name cloudlens-agent -d --restart=on-failure --
net=host --log-opt max-size=50m --log-opt max-file=3 <CloudlensManager|P>/sensor --accept_eula
yes --project_key <CloudlensProjectKey> --server <CloudlensManagerlP> --ssl_verify no --
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root@ip-10-1-1-168 ~]# sudo docker run -v /lib/modules:/lib/modules -v /var/log:/var/log/cloudlens -v /:/host -v /var/run/dock
P /var{run/docker.sock —-privileged --name cloudlens-agent -d --restart-on-failure --net=host --log-opt max-s.
30/sensor —-accept eula yes —-project key f3a42bf5b429418796cb6ob7566e8f77 —-server
B custom_tags sensor_owner-gustavo.amador-nieto@keysight.com sensor type-ami location=Toulose Nam
nable to find image 7.190.130/sensor: latest” locally
atest: Pulling from sensor
f5952 Pull complete
Pull complete
: Pull complete
Pull complete
: Pull complete
: Pull complete
Pull complete
Pull complete
: Pull complete
Pull complete
Pull complete
: Pull complete
Pull complete
Pull complete
complete
complete
517d26623
/sensor: latest
a4cf02ee82271b80e

CREATED STATUS PORTS NAMES
python3 /sensor/st 4 minutes ago Up 4 minutes cloudlens-agent

Note: If you optionally want to verify SSL between the Cloudlens Docker and the CloudlensManager
SSL or use additional flags please refer to CloudlensManager wizard and help

START NEW AGENTS
SSL Verify Enabled (requires a TLS ceruficate to be uploaded into CloudLens)

Linux

Please provide the path to the dlrectory that contains the CA (.crt extension required) used to sign the CloudLens certificate (replace the
<path/to/ca/>" placeholder In the run command)

Run this command

$a

<path'to/ca>:

var/run/docker sock v
dd NET RAW dd NET_ADMIN
Lens Manager [P>/sensor —-accept eula

do docker run -v /lib/module s f~'host v fvar/mn/docker

local/share/ca-cer
--name clow agent -d —restart=on-failun 3
yes —-project_key f3a42bf5b429418796cb69b736620£77 —u

cal

m --log-opt max-file=3 <Cl
1 <CloudLens Manager [P>

If you are deploying agents into Google Cloud or Amazon Cloud please also check: Collector Deploy

Win

Download and run any of the following executable files:
cloudlens-win-agent exe

Make sure to Install the CloudLens certificate before running the agent

CLOSE
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7. Setting up AppResponse as a Static Destination

7.1. Log into your Cloudlens Project. Click on Destinations

= e

7.2. Click on New Static Destinations

CloudLens > Tesn

DASHEOARD |CONRIGURE) 4"

oo e [
Destinations (0)
T T T S

7.3. Specify the IP address of the Riverbed AppResponse. Although no mandatory, it's a good

practice to specify some custom tags to simplify the allocate of the the instance to the
appropriate destination group.

ADD DESTINATION

Destination Enabled

Name

AppResponse

IP Address

15.188.129.151

Tags
Key Value

MName Riverbegj +

oK cCancel

7.4. Riverbed AppResponse will appear on the list of static destinations

CloudLens > Testi

DASHEOARD | COMFIGURE &'

Di

L wes e | e lwso e Jowr |

7.5. Go back to your Cloudlens project. Define a new group
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T e

7.6. Filter on the relevant tags to only select the Riverbed instance.

connGure A

- _ TAG: NAME TAG: NAME TAG: LOCATION TAPID INSTANCE 1D
|peBherneme | AppResponse Riverned a 7589007ad7 a

CloudLens > et

Tag: Name

7.7. Save it as a tool.

SAVE SEARCH

Save as an instance group
®) Save asatool

Name

Riverbed

Aggregarion Interface

cloudlensQ

Comment

oK cancel
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8. Configuring traffic from VM Sources to Riverbed AppResponse

8.1. Verify the VMs are reflected in the CloudLens Manager portal once they are launched with the
correct project key.

CloudLens > Tesm Account: Gustavo A DASHEOARD (CONRIGURE 4%

8.2. If not done previously, use Cloudlens tags to group instances as source groups. For instance, |
will create 2 different source groups.

CloudLens > s

T S T S T v

SAVE SEARCH

Save as an instance group
Save as a tool

Name

Linyx, src_group

Aggregation Interface

Comment

oK cancel

CloudLens > Tesmt Account: —— DASHEOARD |CONRIGURE. %

Riverbed

8.3. Drag a secure visibility paths between the source groups and the tool group (Riverbed). Choose
Encapsulation Protocol GREG, and set a value for the GRE key

CloudLens » 1esn Ac tavo A N DASHBOARD | CONAGURE &'

Windows_SRV_Paris 5 Riverbed
1instances. | 0 Mbps.
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CONNECTION PROPERTIES

8.4. Repeat for all the source groups

DASHBOARD |CONRGURE &%

8.5. Generate traffic from the sources.

For example, from one of my Windows instances | download the following image:

€ >C a

Index of /centos/8.5.2111/isos/aarch64

Name Last modified  Size

For example, from one of my Linux db instances | download the following image:
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5 ~]$ wget http://miroir.univ-parisi3.fr/centos/8.5.2111/is0s/aarch64/Cent0s-8.5.2111-aarch64-boot.iso
ittp://miroir.univ-paris13.fr/centos/8.5.2111/is0s/aarch64/Cent0s-8.5.2111-aarché4-boot . iso
Resolving miroir.univ-parisi3.fr (miroir.univ-parisi3.fr). 1.194..
Connecting to miroir.univ-paris13.fr (miroir.univ-parisi3.fr)|81.194.43.155|:80... connected.
HTTP request sent, awaiting response... 2ee

Length: 74547484 M) [application/octet-stream]
Saving to: “Cent0S-8.5.2111-aarch64-boot.iso’

22.9MB/s eta 19s

8.6. You can check the statistics of mirrored traffic in the Cloudlens Manager

CloudLens >

Window

Windows_SRV_Paris

Riverbed

RAW

Account

DASHBOARD |CONFIGURE A"

Windows _SRV_Paris

Riverbed

RAW
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CloudLens

A Events

A 10
oX_STC_group_. | GRE 282 Mb/s
B roevens 0
= Windows_SRV_P_ | GRE
A  waming Events 0
A erorevens 10
B pens 0
GRE 192 Mb bis
50.4Mb

8.7. And check that traffic is received by Riverbed AppResponse

@ ADPIESPONSE swcacormrar-spprasponse s R riverbed

Sign out

HOME  INSIGHTS  NAVIGATOR  TRANSACTIONS  REPORTS  DEFINITIONS

v I |
Capture Jobs/Interfaces @

Monitoring Interfoces SNSRI

Groupby: @ Monit

Ad o A & EY r

(LR ——— R _ fiverbed

jam 4, 2022 Sagnou

HOME  INSIGHTS  NAVIGATOR  TRANSACTIONS  REPORTS

v
IPs@

e

» Inputs.

Hosts

Summary
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9. Firewall ports to open for Cloudlens

Note: default Security Group rule settings for AWS Instances is Outbound is open for All Traffic.
But for Inbound a few ports numbers need to be explicitly opened:

Source Instances :

- TCP 22 ** for SSH if Linux instance
- TCP 3389 ** for RDP if Windows instance
- HTTPS 443 open from IP address of CloudLens Manager

CloudLens Manager:
- HTTPS 443 **

Riverbed AppResponse Instance:

- GRE Protocol 47 *

- ICMP Protocol * required with Cloudlens 6.1.0 ***
-TCP 22 **

- TCP 443 **

* Leave open all IP of Traffic Sources Addreses

** Specify IP addresses of customer administrators

*** Linux Source Instances don’t require ICMP protocol allowed in AppResponse if the “out_interface”
parameter is specified when invoking the Docker container.

WHERE TO GET HELP

If you experience technical difficulties, please email cloudlens.support@keysight.com for assistance
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